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(57) ABSTRACT 

A method and apparatus for implementing a wireless/wired 
computer network in an indoor environment with inherent 
reliability is disclosed. A master network box connected to 
an AC power network and a master computer generates an 
RF field around the computer, the home, and AC power 
network. The integration and implementation of additional 
devices to the established netw^ork is made through addi- 
tional appliance boxes. Once introduced into the generated 
RF field, or connected to the AC power network, the 
additional device is automatically and seamlessly registered 
and configured into the network without requiring any user 
intervention. The network is capable of multiple modulation 
schemes for providing robust wired or wireless communi- 
cation for various devices which have different power and 
data rates. The programming of the master computer enables 
the automated registration of additional devices, and can 
provide superior control over the devices connected to the 
network, either via the AC power network, or via RF 
wireless transmission through the multiple modulation 
schemes. 

30 Claims, 4 Drawing Sheets 
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MEraOD AND APPARATUS FOR AN 
AUTOMATIC MULTI-RATE 
WIRELESS/WIRED COMPUTER NETWORK 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 

The present invention relates to computer networks. More 
particularly, it relates to an automatic multi-rate wireless/ 
wired computer network using a combination of wireless 
communications and an AC power network. 

2. Prior Art 

Ttie ability to provide cost effective performance solu- 
tions for computer networks is consistently being sought by 
the computer industry. To date, there is not a single device 
on the market that can handle even the simplest task of 
wireless control in a broad sense. There are a few single 
application products that address very specific areas such as 
wireless mice, or wireless LAN. 

The wireless products that have been brought to market 
are unreliable, and are not as good as a wired product, no 
matter what their claim. In addition, the automation of these 
products is not existent. That is, they generally require 
extensive user intervention to install, configure and get 
running. In addition, the market has demonstrated that 
network systems, and additional implementations must be 
transparent to the user. 

Currently, there is not a product on the market that allows 
the use of the appropriate radio solution (i.e., speed MAC/ 
protocol for a particular need that is flexible enough to cover 
most other needs as well.) For example, a user does not need 
a high cost radio and associated elements for low cost type 
applications (e.g., a mouse), but that is necessary for high- 
speed LAN access. Thus, there is a need for these different 
systems to be rolled into one, such that multiple modulation 
schemes for the varying complexity of devices can be 
implemented in a single piece of hardware, and whose cost 
is proportional to the function currently being added. 

Historically, there are a limited number of modulations 
available and systems are typically built around one. Typical 
modulations used include; AM. And the related QAM FM, 
and the related FSK, OMSK, MFSK PSK and the related 
BPSK, QPSK, and M-ary PSK. Within the confines of the 
FM domain are the related FSK, OMSK, and M-ary FSK. In 
addition, the PSK modulation family is directly related to 
FSK via mathematical relation of differentiation or integra- 
tion for the reverse relation. 

Beyond these modulations, there is another family now 
popularized as Spread Spectrum. These have the properties 
of robust communications while in harsh electronic 
environments, such as near other radio systems, or interfer- 
ence such as a microwave oven, etc. They also allow 
transmission of higher power levels since their output is 
"spread" over many frequencies. Essentially, there are two 
spread spectrum modulations, both of which are related to 
the FM and PSK families discussed earlier. The FM relation 
is what is called Frequency Hopping (FH), whereby data is 
mapped into the frequency domain and spread over 80 or 
more frequencies as illustrated in FIG. 1. The pseudo 
random mapping is a known sequence to both the transmitter 
and receiver, therefore the receiver can un-map the hopped 
frequencies back to the original data sequence. The second 
family of PSK related modulations is called Direct Sequence 
Spread Spectrum (DSSS). Here the original data sequence is 
re-mapped into phase changes rather than frequency 
changes. These show up in the frequency domain as looking 
like a Sine function or sin x/x as shown in FIG. 2. 
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The FCC imposes certain restrictions on the use of both 
transmitted power and bandwidth. Power is related directly 
to the operable distance a device can work over, while 
bandwidth affects the data rate or speed of communications. 

S One can only push the data rate up until the limit of the FCC 
bandwidth of a particular band is reached, then additional 
techniques need to be implemented to go beyond that, such 
as higher complexity modulations like M-ary PSK, or M-ary 
FSK or data coding techniques. 

10 Cost sensitivity is also a clear market driven requirement. 
The cost must be proportional to the function the system 
provides. A system that can provide simple mouse interface 
must not cost much more than one would have to pay for the 
wired equivalent, yet the system must be expandable to 

15 higher level of function and speed with proportional cost. 
Thus, it is apparent that there is a need for a wireless 
computer system which includes both protocol and 
hardware, which is capable of multiple modulation schemes 
and is simple in setup, operation and cost. The network must 
be expandable as the user requires, and must be transparent 
to the user. This means, after software installation, the user 
does nothing except turn on the components and they do the 
work of configuration within the wireless environment 
around a computer and the AC power network. The com- 
puter will be able to implement the simplest of tasks such as 
the wireless mouse and joystick to the more complex task of 
wireless local area networks. 

SUMMARY OF THE INVENTION 

It is therefore an object of the present invention to provide 
an automatic multi-rate wireless/wired computer network 
that creates both a wired (via AC power line) and a wireless 
network (via radio) around the computer with which new 
devices can be seamlessly added, without significant human 
intervention. 

In order to achieve the above object, network boxes and 
respective protocol are implemented into an indoor envi- 
ronment such as a home or office. According to an embodi- 

4Q ment of the invention, an intelligent RF field is created 
around the computer system and the entire AC power 
network of the indoor environment. Through the use of 
radios and the AC power network as both a receiving and 
transmitting antenna, and the support of several wireless 

45 communication protocols, the network system enables the 
implementation, connection and control of a diverse group 
of products to the network without requiring user interven- 
tion and/or configuration. 

To implement the network according to an embodiment of 

50 the invention, a master network box is connected between a 
master computer and the indoor AC power network through 
connection to an AC outlet. The network box creates the RF 
field that is the backbone of the network. Additional network 
boxes, or appliance boxes, are added to other appliances in 

55 the indoor environment which enable those appliances to be 
controlled and operated through the master computer. The 
appliance boxes include an AC power connection, and can 
include a data bus (e.g., PCI or USB) for the two way 
communication of data between the network and the appli- 

60 ance to which it is connected. In an alternative embodiment 
of the invention, the appliances themselves can be fabricated 
with the network connection protocol contained therein, and 
a data bus port contained thereon. 

The master network box and the master computer con- 

65 nected thereto are capable of communication on various 
channels to accommodate communication with a wider 
variety of additional devices. The communication system 
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implemented by the master network box include MAC 
(media access channel) protocol, the physical media to 
transport information, and the modulation method for trans- 
mitting over the media. The master network box with master 
computer supports the following modulation functions: 1) s 
low data rate FSK channel communication; 2) higher data 
rate 4-level FSK channel communication; and 3) time/data 
critical spread spectrum communication channels. In 
addition, the master network box provides the AC power line 
communications link. These four functions are based on four 
separate transceivers in the master network box, each occu- 
pying a specific number of channels to meet the FCC rules 
for its band. 

In an embodiment of the present invention, the use of 
multiple modulations in hierarchical form, allows a com- 
munications network to be built in elements, beginning with 
either simple or complex functions, but always with the 
minimum hardware (i.e, cost and simplest implementation, 
to accomplish a particular function). Through the use of 
software programmability, multiple modulation techniques 20 
can be employed within a single piece of hardware. 

An appliance box is connected between the AC power 
supply and all appliances in the household to be controlled 
and implemented into the network. When a new system 
component is added with the required connection box and is 25 
within the confines of the created field, it is automatically 
found and registered within the system. These components 
include, but are not limited to, low data rate items such as 
mice, joysticks, medium data rate items such as keyboards, 
POTs modems, phones, printers, cameras, and high data rate 30 
items such as LANs, disk drives, and printers. 

In another embodiment, a PDA device, (e.g., cordless 
phone or cellular phone) can be used to contact the master 
computer either through a modem and telephone line con- 
nected thereto, or if within the specific range, through the RF 35 
field created by the radios and/or the AC power network. The 
PDA device can enable the user to use voice commands or 
DTMF commands to control features of the network from 
remote locations, such as, for example: turning on selected 
lights; starting an oven to prepare a meal; activating or 40 
monitoring security systems, watering the lawn, controlling 
a VCR to record a particular program; and environmental 
control over the indoor environment. In other embodiments, 
the system can include RF ID tags associated with various 
devices such that when the device enters the RF field 45 
emanating from the AC power network, the device is auto- 
matically registered in the master computer, and any infor- 
mation relating to that device can be accessed through the 
master computer. One could envision home inventory done 
this way. 50 

Each appliance box includes a unique registration iden- 
tifier for purposes of selectively identifying the connected 
appliance, and providing the necessary communication pro- 
tocol to the master computer. This identifier code includes 
enough information for the master to know what class of 55 
device it is, and what communication protocol it prefers. The 
number sequence of the identifier code classifies it into 
certain communications categories, such as, but not limited 
to, single or bi-directional communications, low speed FSK 
rates, high speed low power FSK, high power spread spec- 60 
trum communications etc. The registration identifier will 
include information as to the remote device's ability to back 
off in data rate, and also includes information as to whether 
a remote device requires asynchronous or Isochronous com- 
munications (i.e., can tolerate delays in the exchange of 65 
information or must have essentially continuous service as 
in the case of voice). Additional coding is used to help the 
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data make it through the channel, such as, for example to 
provide the master with a way to synchronize itself to the 
remote device and know whether an error in the received 
data is made. To allow for synchronization, there is a 
pre -amble added to the sequence of bits. 

The use of the AC power line radiating between 1 and 30 
MHZ and picked up by RF system and the reverse link as 
well, is supported by an embodiment of the present inven- 
tion. The FCC allows the AC power line communication 
systems to radiate a certain level of RF field. In addition, the 
system utilizes this leakage field as part of the communica- 
tion system. 

BRIEF DESCRIPTION OF THE DRAWINGS 

A more complete appreciation of this invention, and many 
of the attendant advantages thereof, will be readily apparent 
as the same becomes better understood by reference to the 
following detailed description when considered in conjunc- 
tion with the accompanying drawings, in which like refer- 
ence symbols indicate the same or similar components, 
wherein: 

FIG. 1 is a graphical representation of the FM relation 
called Frequency Hopping (R); 

FIG. 2 is a graphical representation of the direct sequence 
spread spectrum in frequency domain; 

FIG. 3 is a schematic block diagram of the wired/wireless 
computer network according to an embodiment of the 
present invention; 

FIG, 4 is a block diagram of a multi-modulation trans- 
mitter according to an embodiment of the present invention; 

FIG. 5 is a block diagram of a multi-modulation receiver 
(demodulator) according to an embodiment of the invention; 

FIG. 6a is a block diagram of a first class of appliance 
network connection box according to an embodiment of the 
present invention; 

FIG. 66 is a block diagram of a second class of appliance 
network connection box according to an embodiment of the 
present invention; and 

FIG. 6c is a block diagram of a third class of appliance 
network connection box according to an embodiment of the 
present invention. 

DETAILED DESCRIPTION OF PREFERRED 
EMBODIMENTS 

Referring to FIG. 3, the multi-rate wireless/wired com- 
puter network 10 is shown. The system is implemented on 
an AC power network 14 which is situated in an indoor 
environment (e.g., a home or office). A master network box 
16 is connected to the AC power network through a standard 
AC power connection 24. This connection can be a standard 
AC power cord, or can be any other suitable known type of 
connection device. Network box 16 is connected to a master 
computer 12 using AC power connection 22b and a data bus 
connection 22a. The data bus can be any suitable known 
type of data bus, such as, for example, a PCI, CEbus, and 
USB. Computer 12 is connected to a telephone line via a 
modem 20, and network box 16 is connected to the tele- 
phone line through from a household RJ-11 type connector. 
Network box 16 can be connected to a telephone line with 
any other suitable known type of connection, for example, it 
could be hard wired to the telephone line, or connected 
thereto via another wireless connection. 

Computer 12 is programmed with software to enable it to 
perform according to described invention. The software will 
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be on a CD ROM or floppy disk and is installed when setting nication protocol 74 required for network integration. Thus, 

up the network. Upon installation, computer 12 is interro- once VCR 70 is plugged into an AC power outlet in the 

gated to determine its operating system, and then prompts network, it may transmit its registration identifier to master 

the user with questions to configure the network properly. computer 12. VCR 70 may also include an antenna 72 for 
An example of such questions could be "is a phone to be 5 enabling RF integration into the network. Thus, it Ls apparent 

included in the network?^'. Once installed, a group of *hat this feature would lend itself to easier installation, and 

relocatable icons are added to the screen. Each device require less user mtervention for setup and configuration, 
registered on the network is displayed in the icon group and With the RF network established by network box 16, an 
given a number. If a problem occurs with a particular device, ^^^^ is generated around the home by virtue of the AC 

a question mark will appear over the icon of that device. 10 P^^er network 14 and radios, both in and outside of indoor 

When a device is in use. a moving arrow appears over the environment. Through the apphcation of this field, once a 

respective icon to represent operation. ^^^^^^ ^^^^^ i^^o the confines of field 15, it can be 

, . ^ , , 1 . automatically registered into the network, and any integral 

Additional mformation as to the network operation is . - i . j ■ i. ^ c T . 

. .1 t.1 . 1 . . information relatmg to the device can be transferred to 

always available to the user. For example, a meter that , * n j * j j- i t-u* • ^ 

a \ 1 J • **v cX. u I UK master computer 12, and acted Upon accordingly. This IS due 

reflects a particular devices utilization of the channel can be , r , ,u * * . . .^ *u 

. , J j5 'A r . c . 11 to the fact that master computer 12 constantly monitors the 

included to provide fast reference as to the overall operation ^ i - i j- ,u nj- c \a %s tj i 

~ ^ ^ 1 J , , . 1 Tf II *u J ' entire network, mcluding the RF field 15, For example, 
of the network and available channels. If all the devices on , , u i j • • * *u -^x.- 4U 
, , - „ .-I- J . ij L XL 11 when an automobile 60 drives into the garage or withm the 
the network were fully utilized, the meter would be full. a c a * ^ ^-i * *u 
^ confines of field 15, master computer 12 recognizes the 
Some of the icons presented to the user will have multiple automobile and can download information such as, for 
levels of menus associated with them to control items like example, the number of miles traveled since your last oil 
speed, pnority, and user dependent settmgs such as, for change. In additioQ, the automobile's existing sensors can be 
example, temperature settings in the home. Through the ^^^^ to provide master computer 12 with other diagnostic 
application of these icons, all settings and control of the information, such as, for example, scheduled maintenance, 
various devices connected to the network is provided. In ^Jjake wear, daily mileage, business mileage, gasoline fill- 
addition, the network can control an internal security system ^ps, etc. ThLs network communication, can further enable a 
and enable the user to selectively activate or deactivate ^^^^ ^ program a future trip in the master computer, and 
respective parts of the system. ^^^^ tjj^t ^j^t^ transferred to the automobile's GPS system. 

Network box 16 sets up a high-speed (1-10 Mbps) The GPS system can then be automatically programmed 

communications network using the AC power network. In accordingly. Once any data is stored in master computer 12, 

addition, network box 16 creates and intelligent RF field 15 it can be transferred to another computer (e.g., office 

around computer 12 and the entire AC power network 14. computer), or can be simply stored for further reference or 



This network is the backbone of the network communication 



processing. 



system, and is capable of transmitting over the air or the Additionally, system 10 includes at least one PDA device 

home AC wiring. 50 for enabling the control of the networked indoor envi- 

The system includes additional appliance boxes 32a-32d ronment from a remote location. PDA can be any suitable 

for connecting different types of appliances to the network. known PDA device, and can include, for example, a cordless 

Each appliance box includes a unique registration identifier or cellular telephone. If PDA 50 is within the confines of RF 

for purposes of selectively identifying the connected field 15, it can be automatically registered into the network, 

appliance, and providing the necessary communication pro- and any input commands will be acted upon accordingly. If, 

tocol to master computer 12. In addition, the appliance PDASOisnot within the confines of RF field 15, the user can 

boxes that are capable of two way or bi-directional contact master computer 12 through the telephone line, via 

communication, include a data port for communicating over modem 20. Once connected, the user can verbally instruct 

a data bus. Appliance box 32fl is connected to the AC power the master computer to perform various functions, such as, 
network 14 via a two-way communication connection 36a, 45 for example, scheduling functions of the user, or simple 

and connected to a printer 30 using a data bus connection control functions such as "turn on lights", "activate the 

Ma and an AC power connection 34/?. In this configuration, oven", "activate the dishwasher or laundry machine" etc. 
master computer 12 can utilize printer 30 by sending the as mentioned, the PDA can be used for scheduling 

respective data via the created network. In an alternative functions. For example, one speaks into the PDA requesting 
embodiment, printer 31 includes the network connection jq to schedule an event and the system recognizes that vocabu- 

protocol internally, and can be automatically registered into lary and updates your calendar with the time and tagged 

the network through the RF field 15 via antenna 33. Addi- voice message that can be converted to text in the master 

tional appliances can be connected anywhere in the AC computer 12. Offline, the system can call your office and 

power network using appliance boxes. For example, an update your ofiBce calendar automatically. The PDA can also 
appliance 40 can be connected to the AC power network via 55 act as a homing device letting the master computer 12 know 

appliance box 32c. The appliance 40 can be any household where you are within the generated radio or AC power 

or office appliance, and is connected to box 32c through an network RF field 15, and can route information direcUy to 

AC power connection Alb and a data bus connection 42£i. the user. The homing aspect can enable the master computer 

Similarly, a VCR 44 or lights 48 can be connected to the to turn on and off lights as you enter and leave rooms, 

network using the respective appliance boxes 32^ or ^2d. respectively without the need for human intervention. Once 

Once connected to the network, VCR 44, appliance 40, the PDA 50 is turned off, or outside the range of the RF field 

and lights 48 can be selectively controfled through master 15, it automatically enters a sleep mode, or returns to its 

computer 12. cellular fiinction if so enabled. 

As mentioned earlier with respect to printer 31, it is The PDA can make and receive telephone calls routed 
envisioned that the appliance box hardware and connection 65 through the master computer 12. The calls can be logged and 

protocol be implemented into the appliances themselves. For screened using caller ID. The PDA can be loaded with e-mail 

example, a VCR 70 can contain the hardware and commu- messages currently waiting to be read, and the user can 
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selectively read any, all or none of the waiting messages. FSK or BFSK, very similar to FM, therefore, all radios in 

The PDA could even voice synthesize those messages, and this proposed network will be capable of communicating 

play them over the PDA while the user goes about their using this most basic form of modulation. For example, 

ordinary business in the home. This feature also extends to functions like wireless mouse, joystick, and keyboards will 

voice mail and other messaging systems. 5 utilize this scheme. These are typically low data rate devices 

Future generations of the PDA might include the ability to not requiring more than lO's to lOO's kbps in data trans- 
receive and send video information. For example, one may mission. Next in the hierarchy of data requirements would 
be able to take a simple snap shot of a document and have be those devices requiring more than lOO's kbps. For those 
it transferred to the master computer 12 for character devices exceeding 1 Mbps, a 4 level FSK scheme is pro- 
recognition, etc. It could also be used to take snap shots of 10 posed. This can still meet the requirements of the FCC 
people, feed business cards into the system, and can be used bandwidth, but yet go as high as 2-4 Mbps. For those 
for building entry/security, address book updating, etc. systems requiring long distance operation like telephony and 

With the implementation of this system, additional ser- remote networking, it is proposed to implement spread 

vices can be provided to the user for controlling appliances spectrum. The simple FSK modulation includes the class of 

within their home or other indoor environment. For is FSK called frequency chirp FSK that provides for very 

example, Internet services can be purchased whereby the robust radio communications. As described earlier, for the 

service provider can automatically program VCR 44 to lower data rates it would be frequency hopping while for the 

record selections the user would select from a menu. higher data rates it would be direct sequence. 

Communication Protocol Network Setup/Implementation 

As explained earlier, through the use of software 20 The master computer 12 serves four major functions; it 

programmability, multiple modulation techniques can be services the low data rate FSK channel; it services the higher 

employed by a single piece of hardware. This process can go data rate 4-level channels and the time/data critical spread 

in either of two directions: 1) utilizing the programmability, spectrum channels, and finally the AC power line commu- 

only making software appropriate for each class of devices, nications link. These four functions are based on three 

but the same IC, modified only by memory required; or 2) is separate RF transceivers and the AC power line transceiver 

by optimizing the actual die or chip size for each class of in the Master network box 16, each occupying a specific 

devices. Using a single device and modifying code only number of channels to meet the FCC rules for its band. The 

makes the device proliferate faster, but at a slightly greater controller 100 in the master is the heart of the system, 

cost for the low function class of devices. Since volumes distributing data and control throughout the network, allow- 

drive cost, the more one can cause a device to proliferate the 30 ing communications from the PSTN to Peer, Peer to Peer, 

lower the potential cost. In the case of 2), this system Peer to AC power line, AC power line to PSTN, and of 

optimizes the complexity (i.e., implementation difiSculty), course, master to any device connected to the network, 

actual Si (silicon) or SiGe (Silicon Germanium) are The network setup begins by starting with the assumption 

(hardware cost) with the functional capabilities required. For that the master network box 16, at master computer 12, is 

example, a mouse function requires minimal data rate, yet in 35 turned on. Once on, network box 16 constantly scans the 

accordance with the present invention, the same controller/ channels in the FSK mode looking for new or unregistered 

processor as used for higher speed and complexity in a devices, as well as attempting to service those already 

device like the wireless LAN, is used for the mouse. This is registered. If it finds a new unregistered device requesting 

done by taking advantage of Si and SiGe design tools at the service, that means the device has been turned on within the 

device level, where function macros can be developed that 40 field area 15 of master computer 12 and AC power network 

result in specific function IC's. This allows a designer to 14, and is periodically requesting service. When the master 

create blocks that can be used as primitives and added to detects a device communicating on this lowest of protocols 

later for additional functionahty. The designer can now (i.e., FSK mode), it queries the device asking what it is and 

create Si or SiGe macros with simple functions that use only its preferred communications mode, similar to that of tele- 

a small amount of Si, More complex functions would be 45 phony modems, except the communication starts at the 

built using that same primitive added to additional Si macros lowest level and works upward. The device responds to the 

to complete the higher level function. master providing it's unique registration and serial number, 

FIGS. 4 and 5 show the implementation of the transmitter coded in ROM or switches set at the factory. This code 

and receiver portions ot an exemplary communication sys- includes enough information for the master to know what 

tern according to an embodiment of the network box 16 and so class of device it is, and what communication protocol it 

the more complex of the appliance boxes. FIG. 4 shows the prefers. In the case of a wireless mouse, e.g., mouse 13 (see 

modulator or transmitter portion, and FIG. 5 shows the FIG, 3), where single direction communications is accept- 

de-modulator or receiver portion! As shown, both the trans- able (i.e., the mouse has no receiver), and the code it 

mitter and receiver include a controller lOOfl and lOOfe, transmits at power up and part of every packet, is enough for 

respectively, which enable three different modulation 55 the master to realize it cannot send out information to the 

schemes to operate depending on the type of device and device, but can only receive it. It therefore establishes 

complexity of functions being performed. TTie highest-level communications on the channel it was queried on and 

complexity transmitter (FIG, 4) is capable of the simplest remains there until the mouse changes frequency, upon 

FSK to the most complex Spread Spectmm modulations, which time the process begins again. There can also be a 

The basic RF hardware involved is made up of I (in -phase) 60 more intelligent mouse that has bi-directional communica- 

and Q (quadrature Phase) modulators. In actual tions capability, which would be recognized by the master 

implementation, for example, the wireless mouse would who would then take advantage of this fact with more error 

make use of the FSK level of communications and not checking, etc. 

anything beyond that, and therefore would not require As mentioned earlier, each device to be connected to the 

additional Si area. 65 network has a unique identifier, whose number sequence 

The lowest cost example is the first "primitive" which is classifies it into certain communications categories, but not 

FSK modulation. The lowest cost system on the market is limited to; single or bi-directional communications, low 
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Speed FSK rates, high speed low power FSK, high power 
spread spectrum communications etc. As described earlier, 
the single direction devices will periodically broadcast its 
registration number to the master on a prescribed channel 
beginning at turn-on. The master filters off all data packets $ 
after the registration number and discards them until it has 
been registered. Once registered, the packets will then be 
acted upon, such as packets indicating mouse movement etc. 

For those devices that are bi-directional, they will remain 
idle at turn-on, though constantly listening on a beacon 
channel for information from the master. When a device 
hears the master for the first time, it waits a random amount 
of time and then transmits its identifier to the master which 
will then register the device and service its request periodi- 
cally at its preferred data rate and modulation, channel 
allocation, and at a defined power level that is the minimum 
for robust operation for that device. 

This implies that power control is done for each 
bi-directional device to minimize the impact of this system 
with any existing system in a home or business such as 
cordless phones, etc. The power control consists mainly of 20 
two points: 1) the ability of the master to measure the signal 
level of a remote device, typically call RSSI (Received 
Signal Strength Indicator); and 2) the ability to measure the 
quality of the signal as measured in error packets, typically 
Bit or Packer Error rates (BER). Based on a combination of 25 
these two, the master computer 12 will computer and request 
an increase or decrease in power from the remote device. If 
capable, the remote device will send comparable signal 
quality information to the master, which will adjust its level 
up or down accordingly. The update of change is based on 30 
an integral measurement, essentially an average over time to 
keep the power control loop stable. The amount of adjust- 
ment will be in steps of roughly 5 dB from a low power of 
-20 dBm to a high if +20 dBm, at net 40 dB control range. 
(Not all devices will have this capability or dynamic range). 35 
Registration 

The registration process is cyclic in that the master is 
periodically checking the FSK link for new members as it 
goes about the process of servicing other devices. After 
registration is complete, the master continues to service the 40 
remote devices at their preferred rate and modulation. If the 
master detects an error rate too high for a particular device, 
it can communicate to the device a code that will tell it to 
reduce the data rate in steps of 3 dB or factors of 2. Not all 
devices are capable of this level of intelligence, but those 45 
that are will respond in an attempt to reduce the overall error 
rate and increase throughput. The registration identifier will 
include information as to the remote device's ability to back 
off in data rate. 

The registration identifier also includes information as to 50 
whether. a remote device requires asynchronous or Isochro- 
nous communications (i.e., can tolerate delays in the 
exchange of information or must have essentially continuous 
service as in the case of voice). As the number of Isochro- 
nous devices (voice channels) goes up, the throughput of the 55 
other devices begins to drop. The master will automatically 
adjust the asynchronous devices downward to accommodate 
the Isochronous devices. This process will continue until the 
bandwidth of the channel is exhausted and then no new 
devices will be accepted into the network, until the require- 60 
ments of Isochronous devices drop. Then the master will 
redistribute the bandwidth to the registered devices accord- 
ing to the priority and class device their registration identi- 
fier indicates, and then begin accepting new devices if 
presented. 65 

Another important aspect of registration includes coding 
that is used to help the data make it through the channel. The 
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registration identifier is coded in such a way as to provide 
the master with a way to synchronize itself to the remote 
device and know whether an error in the received data is 
made. To allow for synchronization, there is a pre-amble to 
the sequence of bits. Synchronization takes two forms: 
carrier and data. In the case of spread spectrum modulation, 
there is an additional step of chip level synchronization. For 
example, a 511 Barker code could be used for the master to 
synchronize to. For the most complex of examples in this 
system, (i.e., a spread spectrum device), the sequence may 
be carrier synch, FN synch and bit synch. At this point, the 
master can read the data given to it, but the possibility of 
errors occurring still exists. To combat that, an FEC code 
(Forward Error Correction) may be included. These tisually 
take the form of cyclic codes, well defined in the art. This 
allows the master and remote devices to communicate in a 
very robust and rehable manner, correcting most errors as 
they occur or requesting re -sends of packets that are uncor- 
rectable. This level or robustness is reserved for the upper 
tier devices and not practical for the low cost, low data rate 
devices like mice or joysticks. For these lower tier devices, 
there may be no error checking or just minor error coding 
such as muhiple sends of the same command within a 
specified time boundary that master computer 12 can inter- 
pret. They may be simple cyclic redundancy checks (CRCs) 
on the next upper tier. In any case, master computer 12 can 
handle any and all of these while the remote devices are 
limited to communicating at or below their class. 

The remote devices are first designed to work with a 
master, but if none can be found (i.e., no interrogation was 
initiated by a master), it can become a simplified master to 
establish a peer to peer link. For example, a laptop computer 
equipped with this system could establish a link with a like 
system by simulating the desired protocol. The registration 
process would be similar, though limited to its class of 
device or lower. 
MAC/protocol 

There are numerous ways a wireless network can access 
the channel or RF media and they include transmitting at the 
instance of request, fistening before transmitting to avoid 
collisions with other devices (CSMA-CA), and reserving 
time slots for communication (slotted Aloha/TDMA) etc. 
The system of the present invention is a combination of 
techniques, time division duplex (TDD), CSMA-CA, Fre- 
quency Division Multiple Access (FDMA), and Time Divi- 
sion Multiple Access (TDMA). At turn on, each device 
operates in an FSK mode listening and alternating transmis- 
sion on a prescribed channel in a pseudo random time 
division scheme with random back off. This is the registra- 
tion channel. Once registered, units move to new frequency 
locations and power levels they are designed to operate at. 
For some this will mean following a pre-set time schedule of 
transmissions coordinated by master computer 12. For 
others, a coordinated selection of frequencies chosen by the 
master computer and allocated on a time division basis to all 
the remotes in that class. 

The RF Hardware is a combination of two main classes of 
devices relating to modulation complexity and directional- 
ity. The first class is single direction simple FSK devices that 
require the minimum hardware configuration, only a trans- 
mitter with a single modulator (FIG. 6a). The second class 
of device is the bi-directional FSK line that requires both a 
transmitter and receiver, though still a single modulator and 
demodulator (FIG. 6b). The last class device is the 
bi-directional multi-level FSK or spread spectrum transceiv- 
ers that require dual modulators and demodulators for the I 
and Q channels (FIG. 6c). The actual Si hardware choice can 
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be just to utilize parts of a single common IC like shown in 
FIG. 6c, or to use an IC of minimum design (FIGS. 6a and 
6b) and save the money saved in Si area. This is an economic 
choice not technical, and can be made at the time of 
production, with some estimation of anticipated volumes. 5 

It should be understood that the present invention is not 
limited to the particular embodiment disclosed herein as the 
best mode contemplated for carrying out the present 
invention, but rather that the present invention is not limited 
to the specific embodiments described in this specification lo 
except as defined in the appended claims. 

We claim: 

1. A method for establishing an automatic multi-rate 
wire lessAvi red computer network comprising the steps of: 

generating an RF field around a master computer and an 15 
AC power network to envelope a location in the RF 
field; 

establishing communication between the master computer 
and a plurality of different devices connected to the AC 
power network or a radio device, the plurality of 
different devices including wired or wireless devices; 

scanning the RF field for new devices which have entered 
the RF field to identify the new devices and establish 
communication with the new devices; and 

controlling said plurality of different devices and new 
devices, if identified, via the master computer. 

2. The method according to claim 1, wherein said step of 
establishing communication further comprises the steps of: 

providing a master network connection between the mas- 30 
ter computer, the AC power network, or the radio 
device; and 

providing an appliance network box connected between at 
least one of the plurality of different devices or new 
devices and the AC power network. 

3. The method according to claim 1, wherein the step of 
scanning includes the steps of: 

scanning a plurahty of commimication channels; 
identifying a request for connection to the network from 

the plurality of different devices; 
registering any new devices into the network; 
repeating said step of scanning to identify the presence of 

any additional devices seeking registration connection 

to the network; and 45 
maintaining communication with each identified device 

connected to the network. 

4. The method according to claim 3, wherein said step of 
registering further comprises the steps of: 

identifying a unique registration identifier for each iden- 
tified device; 

analyzing the registration identifier to determine a pre- 
ferred communication protocol desired for a particular 
device; and 

establishing communication with each device at the pre- 
ferred communication protocol. 

5. The method according to claim 1, wherein said step of 
scanning is preformed on low data rate FSK channels. 

6. An apparatus for establishing an automatic multi-rate 
wireless/wired computer network comprising: 

a master processing unit; 

an AC power network coupled to said master processing 
unit; 

means for generating an RF field around said master 65 
processing unit and said AC power network to envelope 
a location in the RF field; 



55 



a plurality of different devices connected to said AC 
power network, the plurality of different devices 
including wired or wireless devices; 

means for establishing communication between said mas- 
ter processing and said plurality of different devices, 
said means for establishing communication including 
means for scanning the RF field to identify and register 
new devices entering the RF field to establish commu- 
nication with the new devices and add the new devices 
to the plurality of different devices; and 

means for operating and controlling said plurality of 
different devices using said master processing unit. 

7. The apparams according to claim 6, wherein said means 
for generating an RF field further comprises a master 
network box having a first connection port connected to said 
AC power network, a second connection port for providing 
AC power to said master processing unit, and a third data 
connection port for connecting to a data bus of said master 
processing unit. 

8. The apparatus according to claim 6, wherein said means 
for establishing communication further comprises: 

at least one appliance network box connected between at 
least one of the plurality of different devices and said 
AC power network, said at least one appliance box 
having a unique registration identifier; and 

means for registering new registration identifiers identi- 
fied through said scanning means. 

9. The apparatus according to claim 6, wherein said means 
for establishing communication further comprises means for 
establishing wireless communication between said master 
processing unit and said plurality of different devices, said 
wireless communication means having multiple available 
modulation schemes. 

10. The apparatus according to claim 9, wherein said 
wireless communication means selects a modulation scheme 
depending on a preferred data rate of said plurality of 
different devices. 

11. An apparatus for establishing an automatic multi-rate 
wireless/wired computer network comprising: 

a computer including a memory storage device and an 
operating system; 

an AC power network coupled to the computer; 

a network box coupled to the computer and the AC 
network, the network box adapted to generate an RF 
field around the computer and the AC power network to 
envelope a location in the RF field; 

a plurality of different devices coupled to the RF field 
such that signals are transmitted to and received 
through the RF field, the plurality of different devices 
including wired or wireless devices; 

means for establishing communication between the com- 
puter and the plurality of different devices, the means 
for establishing communication including a plurality of 
protocols adapted to communicate with the plurality of 
different devices in accordance with a preferred proto- 
col for a particular device, the preferred protocol being 
established by the particular device; and 

wherein the computer includes means for scanning the RF 
field to identify any registration identifiers not regis- 
tered in the network; and means for registering new 
registration identifiers identified through means for 
scanning. 

12. The apparatus according lo claim 11, further compris- 
ing an appliance network box adapted to provide an RF 
interface for communicating between the computer and at 
least one of the plurality of different devices. 



09/30/2004, EAST Version: 1,4.1 



us 6,175, 

13 

13. The apparatus according to claim 12, wherein the 
appliance network box is connected between a device of the 
plurality of different devices and the AC power network, the 
appliance box having a unique registration identifier for 
identifying an appliance. 5 

14. The apparatus according to claim 11, wherein the 
plurality of protocols include a plurality of modulation 
schemes. 

15. The apparatus according to claim 14, wherein the 
plurality of modulation schemes include at least one of FSK, lO 
4-level FSK and Spread Spectrum. 

16. The apparatus according to claim 14, wherein one of 
the plurality of protocols selects a modulation scheme 
depending on the preferred data rate of each of the plurality 

of different devices. 35 

17. The apparatus according to claim 11, wherein the 
plurality of different devices include at least one of a VCR, 
a light, a telephone, an appliance, an automobile, a wireless 
communications device, a mouse, a camera, a keyboard, a 
security system and a printer. 20 

18. An apparatus for establishing an automatic multi-rate 
wireless/wired computer network comprising: 

a computer including a memory storage device and an 
operating system, the computer including means for 
scanning the RF field to identify any registration iden- ^5 
tifiers not registered in the network; and means for 
registering new registration identifiers identified 
through the means for scanning; 

an AC power network coupled to the computer; 

a network box coupled to the computer and the AC 
network, the network box adapted to generate an RF 
field around the computer and the AC power network to 
envelope a location in the RF field; 

a plurality of different devices coupled to the RF field 35 
such that signals are transmitted to and received 
through the RF field, the plurality of different devices 
including wired or wireless devices; and 

means for establishing communication between the com- 
puter and the plurality of different devices, the means 40 
for establishing communication including a plurality of 
protocols adapted to communicate with the plurality of 
different devices in accordance with a preferred proto- 
col for a particular device. 

19. The apparatus according to claim 18, further com- 45 
prising an appliance network box adapted to provide an RF 
interface for communicating between the computer and at 
least one of the plurality of different devices. 

20. The apparatus according to claim 19, wherein the 
appliance network box is connected between a device of the 50 
plurality of different devices and the AC power network, the 
appliance box having a unique registration identifier for 
identifying an appliance. 

21. The apparatus according to claim 18, wherein the 
plurality of protocols include a plurality of modulation 55 
schemes. 

22. The apparatus according to claim 21, wherein the 
plurality of modulation schemes include at least one of FSK, 
4-level FSK and Spread Spectrum. 
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23. The apparatus according to claim 21, wherein one of 
the plurality of protocols selects a modulation scheme 
depending on the preferred data rate of each of the plurality 
of different devices, 

24. The apparatus according to claim 18, wherein the 
plurality of different devices include at least one of a VCR, 
a light, a telephone, an appliance, an automobile, a wireless 
communications device, a mouse, a camera, a keyboard, a 
security system and a printer. 

25. An apparatus for establishing an automatic multi-rate 
wireless/wired computer network comprising: 

a computer including a memory storage device and an 
operating system; 

an AC power network coupled to the computer; 

a network box coupled to the computer and the AC 
network, the network box adapted to generate an RF 
field around the computer and the AC power network to 
envelope a location in the RF field; 

a plurality of different devices coupled to the RF field 
such that signals are transmitted to and received 
through the RF field, the plurality of different devices 
including wired or wireless devices; 

means for establishing communication between the com- 
puter and the plurality of different devices, the means 
for establishing communication including a plurality of 
protocols adapted to communicate with the plurality of 
different devices in accordance with a preferred proto- 
col for a particular device, the preferred protocol being 
established by the particular device; and 

an appliance network box adapted to provide an RF 
interface for communicating between the computer and 
at least one of the plurality of different devices, wherein 
the appliance network box is connected between a 
device of the plurality of different devices and the AC 
power network, the appliance box having a unique 
registration identifier for identifying an appliance. 

26. The apparatus according to claim 25, wherein the 
computer includes means for scanning the RF field to 
identify any registration identifiers not registered in the 
network; and means for registering new registration identi- 
fiers identified through means for scanning. 

27. The apparatus according to claim 25, wherein the 
plurality of protocols include a plurality of modulation 
schemes. 

28. The apparatus according to claim 27, wherein the 
plurality of modulation schemes include at least one of FSK, 
4-level FSK and Spread Spectrum. 

29. The apparatus according to claim 27, wherein one of 
the plurality of protocols selects a modulation scheme 
depending on the preferred data rate of each of the plurality 
of different devices. 

30. The apparatus according to claim 25, wherein the 
plurality of different devices include at least one of a VCR, 
a light, a telephone, an appliance, an automobile, a wireless 
communications device, a mouse, a camera, a keyboard, a 
security system and a printer. 

¥ * * * 
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